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1. Introduction

With the roll out of IOT devices in PALINDROME's botnet infrastructure and 
the need for fast and secure authentication has led to us developing a 
simple yet powerful method for 2 way proof of knowledge based key 
verification. In this paper, Palindrome Research Labs details the 2WKV 
scheme.


2. Key Generation

2WKV operates on the basis of 
symmetric key cryptography. A 64 bit 
key must be securely generated and 
distributed to both endpoints before 
the algorithm can perform any 
verification. This 64 bit key represents 
the 8×8 binary matrix that will be used 
to perform mathematical operations 
in GF(2) during the Key Verification 
procedures.


3. Key Verification

To verify the knowledge of the key without revealing the key to the other 
party, this scheme uses matrix multiplication in GF(2) as its proof of 
knowledge function. 
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Formally we can define a challenge and response vectors as having this 
relationship with the SECRET_KEY matrix:




Do take note that all of these operations happen in GF(2).


4. Typical Use Case

Here we detail an example of 
the typical use case for our 
2WKV scheme. There should 
be 2 phases of verification so 
that both the server and 
client can bidirectionally 
verify each other. In the event 
that either side receives an 
incorrect response vector to 
its challenge vector, that side 
should immediately stop 
communications.


If successful authentication is 
possible, both clients can 
begin secure data exchange.


In the next page, we also 
provide a real sample of an 
implementation we use in our 
live production infrastructure.
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